
978-1-4577-0351-5/11/$26.00 c©2011 IEEE

Events Privacy in WSNs: a New Model and its Application

Stefano Ortolani∗, Mauro Conti∗, Bruno Crispo† and Roberto Di Pietro‡
∗Vrije Universiteit, De Boelelaan 1081, 1081HV Amsterdam, The Netherlands

Email: {ortolani,mconti}@few.vu.nl
†University of Trento, Via Sommarive 14, 38050 Povo, Trento, Italy

Email: crispo@disi.unitn.it
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Abstract—A novel issue resource constrained Wireless Sensor
Networks (WSNs) are affected by is context privacy. Indeed,
while a few solutions do exist to provide data privacy to WSNs
(i.e. to protect message confidentiality), providing context
privacy (e.g. preventing an adversary to locate the source of a
message) is still an open research problem.
This paper attacks the issue providing several contributions.
First, a formal model to reason about event privacy in WSNs is
introduced. This model also captures dynamic events. Second,
we introduce a new realistic class of mobile events a WSN
can experience. These events become the target of our privacy
preserving efforts. Third, we propose a privacy enforcing
solution for the above class of events: the Unobservable Handoff
Trajectory (UHT) Protocol. UHT is scalable and distributed.
The analysis shows that it is both effective and efficient in terms
of the induced overhead. It also minimizes the delay to notify
the event sources location to the base station, while preserving
the intended degree of privacy. Finally, extensive simulations
confirm our findings.

I. INTRODUCTION

A Wireless Sensor Network (WSN) is a network composed
of resource constrained devices with sensing capabilities
and equipped with wireless communications technologies.
WSNs have a broad range of applications including both
military and civilian usage. These applications are mainly
related to surveillance and habitat monitoring. In this kind
of scenarios, hundreds of sensor nodes are usually placed
around the area that must be monitored. After deployment,
sensor nodes form a WSN in an ad hoc manner and finally,
the whole network starts its activity [1]. In addition to
that, sensor nodes are usually resource-limited and power
constrained. Therefore, WSNs require protocols that save
resources such as communication bandwidth and energy.
Preserving privacy is important in applications where the
behavior of individuals or businesses can be deduced from
data sensed in a monitored environment. It is often easy to
deduce sensitive information based on seemingly innocuous
sensed data. Consequently, the privacy threats that exist
for sensor networks may be categorized into two broad
classes: data privacy and context privacy. Data privacy
threats arise due to the ability of the adversary to observe
and manipulate the exact content of packets being sent over

the sensor network. A consistent corpus of research has
been addressing this issue. In contrast to content-oriented
privacy, the issue of context privacy is concerned with
protecting the context associated with the measurement and
transmission of sensed data. For many scenarios general
contextual information surrounding the sensor application
(e.g. the source) are sensitive, and must be protected. In
terms of a privacy model, existing proposals address only
partially the case of hiding handoff events that may change
frequency with time in distributed environments. In terms of
solutions, naı̈ve approaches relying on unconstrained dummy
traffic should be avoided because the related energy budget
could not be easily afforded due to the constraints the WSN
is subject to [2], [3]. Furthermore, these solutions add a
delay to the time needed by the message to reach the base
station (BS).
Contribution. In this work, we provide a new and quanti-
tative privacy model. Our model is consistent with general
privacy definitions in the literature, and takes into considera-
tions also handoff events in distributed environments: events
observed at different time instants might be related among
them (e.g. being caused by the same entity). We then apply
this model to the specific context of WSNs, where we focus
on guaranteeing the privacy of a specific class of events
that are (i) mobile; (ii) start from the outermost part of
the network—the perimeter—; and, (iii) after a given (non
predictable) interval of time expires in some place within
the network. We aim to report these events to the BS while
preserving privacy and, at the same time, not adding any
delay compared to the time needed by the messages to reach
the BS in a hop-by-hop fashion. To achieve the above goals,
we propose UHT: a protocol for unobservability handoff
trajectory in WSNs. UHT provides the following features: (i)
it achieves event unobservability; (ii) it keeps the introduced
overhead sustainable; and, (iii) it does not introduce any
communication delay among the nodes.
Example Application Scenario. While the application of
our approach is not limited to a specific example, to help
the reader to understand the solution, we consider the follow-
ing scenario. Let assume a WSN deployed for monitoring
a given area (e.g. a production plant, a rescue area, a



battlefield). We have some entities classified as “agents”
(e.g vehicles) entering the network area to perform some
operations (e.g. maintenance) or just delivering some goods
(e.g. hazardous material). We want these entities to be able to
communicate to the base station (BS) throughout the WSN.
In particular, we need to know as soon as possible when
and where a vehicle enters the area of interest; to know its
current position during the movement (i.e. its trajectory);
and to know the final point of the delivery (i.e. where
the trajectory ends). Furthermore, we assume that once the
vehicle performs its task (e.g. the delivery) there is no need
to communicate anymore with the BS.
Organization. Section II introduces the system model of
a WSN. We then introduce the privacy definitions we will
be using in Section III, followed then by the adopted threat
model (Section IV). Section V introduces the UHT scheme
that will be implemented in Section VI. The features of
our protocol as well as simulation results are illustrated in
Section VII. Section VIII reports on the current state-of-
art with respect to privacy issues in WSNs. Finally, some
concluding remarks are reported in Section IX.

II. SYSTEM MODEL

We define a Wireless Sensor Network as a pairW = 〈N,E〉,
where N is the set of the nodes, and E the set of events being
sensed. We assume the nodes to be randomly distributed
over a finite area, where P ⊂ N is the set of the nodes
lying on the perimeter of the network. We further focus on
a particular type of events, which: (i) follow a particular
probability distribution; (ii) initiate on a random location of
the WSN perimeter; and, (iii) eventually terminate within
the network. Note that focusing on events starting on the
perimeter on the one hand restricts the scope of our findings,
while on the other hand do address a very compelling and
practical problem: border control. We leave the generaliza-
tion of our techniques, that is considering events that can be
generated also in other positions of the WSN deployment,
for the journal version of this paper. Before introducing the
details of our model, we need to formalize the concepts of
time, time interval, and range of natural numbers. We assume
the time T to be discretized, meaning is made of multiple
time instants ti ∈ T. A time interval Ta,b is therefore the
set of time instants ti such that ta ≤ ti ≤ tb. Similarly a
range of natural numbers Nc,d is the set of natural numbers
li ∈ N such that lc ≤ li ≤ ld.

A. Modeling Events

In the application scenario we described in Section I, a
(mobile) event corresponds to the presence of the “friend”
vehicle in a given location of the network. An event also
features a length. Again, considering our example, the length
of the event is the length of the path made by the vehicle
before stopping reporting its location. Since the length
changes over time, we need to model an event in terms of its

length, and the time instant in which that particular length
has been showed.

Definition 1. A generic event ej , where j ∈ N is its
identifier, is modeled by means of a set of pairs:

ej = {〈t0, lenj(t0)〉, . . . , 〈tn, lenj(tn)〉},

where ti with 0 ≤ i ≤ n are distinct time instants, and
lenj : T → N is a monotonic function defined for each
event and providing its length.

Furthermore, we assume that all the nodes move at a
uniform constant speed. Introducing the concept of event
length allows us to model the behavior of such events.
In particular, we are able to model how many events are
initiating, thus are sensed by nodes lying on the perimeter,
and how many events feature a given length. The following
definition provides the means to count these quantities.

Definition 2. Given a time instant ti ∈ T, and a set of
events E, the function lengthE : N × T → N provides the
number of events of length li at the time instant ti:

lengthE(li, ti) =
∑
ej∈E

εej (ti, li),

where εej (ti, li) =

{
1 if 〈ti, lenj(ti)〉 ∈ ej
0 otherwise

.

In the following, we are interested in seizing a manageable
model for such a behavior. To this goal, we introduce two
random variables: XE(ti) and YE,ti(lj), that are assumed to
follow two different probability distributions, later detailed.
To ease both exposition and notation, we will not introduce
the formal definition of the underlying probability space that,
in any case, do reflect the intuition of the model introduced
so far—a thorough formalization will appear in the journal
version of this paper.

Definition 3. The behavior of a set of events E is modeled
by means of two random variables XE(ti), and YE,ti(lj).
XE(ti) counts the events that started to take place within the
WSN at the time instant ti, that is: XE(ti) = lengthE(1, ti)
Likewise, given a time instant ti, YE,ti(lj) describes the
length of events in E. These two random variables XE(ti)
and YE,ti(lj) follow two probabilistic distributions, Px and
Py respectively: XE(ti) ∼ Px;YE,ti(lj) ∼ Py
In this work we instantiate Px and Py to known distributions.
We assume Px to be a poisson distribution since it is
widely used in probabilistic models to approximate complex
discrete systems composed of a large number of independent
entities [4]. We assume Py to be an uniform probability
distribution, where the minimum value is 1 (hence an event
showing just one length), and the maximum value is a
parameter of our model, namely the Maximum Path Length
(MPL). In conclusion, we do not force events to start on a



particular perimeter’s location; instead, each event is initially
sensed by a randomly selected node ∈ P .

Assumption 1. The set of events E can be modeled by
means of the following probability distributions:

XE(ti) ∼ Poisson(λr);YE,ti(lj) ∼ Uniform(1,MPL)

B. Modeling Nodes

We now model the nodes of a WSN. A node senses an
arbitrary number of events, and consequently is defined in
terms of the events it sensed.

Definition 4. The history of the events associated to a
generic node ni (i ∈ N being the node identifier), is a set of
pairs: ni = {〈t0, e0〉 . . . , 〈tn, en〉}, where ti with 0 ≤ i ≤ n
are distinct time instants, and ei (0 ≤ i ≤ n) are the events
sensed at ti.

We point out that a node may sense different events at
different time instants, thus each ti is unique. At the contrary
a node may sense the same event at different time instants,
thus ei = ej for i 6= j. The following mapping allows us
to link events to nodes. In particular, it provides the time
instants when a node sensed a particular event.

Definition 5. The mapping σni
: E → T provides the time

instants in which ni sensed the event ej:

σni
(ej) = {tk | 〈tk, lenj(tk)〉 ∈ ej ∧ 〈tk, ej〉 ∈ si}.

We now introduce the privacy framework we will be using
to validate our solutions in terms of the privacy properties
provided.

III. PRIVACY MODEL

Existing privacy models [5] define privacy properties such
as unobservability and undetectability without providing
metrics to measure them. We fill this gap by proposing a
probabilistic model.
Informally, a set of events is undetectable from another set
of events in case the random variables’ distributions can
not be sufficiently discerned. Since we are dealing with
probabilistic distributions, we define this property by means
of taking into account how probability distributions can
be compared. In particular, given a statistical test T , two
distributions P1, P2 are said to be α-undetectable if the
null hypothesis that their two data-sets are from different
distributions is rejected by T with confidence 1 − α. This
concept can be extended to set of events as follows:

Privacy-definition 1. α-undetectability of events. Given a
time interval Ta,b, and a range of natural numbers Lc,d, a
set of events E1 is α-undetectable from a set E2 (and hence
E2 from E1) if, for any ti ∈ Ta,b and li ∈ Lc,d then:

XE1
(ti) ≈α XE2

(ti);YE1,ti(lj) ≈α YE2,ti(lj)

We now define anonymity with respect to a set of nodes.
Since a set of nodes is finite, we use the notation γ-
anonymous where γ is the cardinality of the anonymity set.

Privacy-definition 2. γ-anonymity of nodes. Given a time
interval Ta,b, a set of events E′, and a set of nodes N ′ such
that |N ′| = γ, any nj ∈ N ′ is γ-anonymous in E′ if the
following proposition is true:∧

nj∈N ′

ei∈E′

σnj
(ei) ∈ Ta,b.

This means that for each time a node senses an event, there
are γ−1 other nodes in the same time interval that perform
the same task. From now on we write N ′[a,b,E′] to indicate
a set of subjects N ′ holding the above properties.

The following metric defines the highest level of privacy an
event may feature. However, even if it applies to events, it
requires the nodes sensing such events to be anonymous.

Privacy-definition 3. (α, γ)-unobservability of events.
Given a time interval Ta,b, the events that the WSN senses
W = 〈N,E〉 are (α, γ)-unobservable if:
• Given a reference set Eref, then E ≈α Eref.
• ∃N ′ ⊆ N such that (|N ′| = γ) ∧N ′[a,b,E].

IV. THREAT MODEL

The adversary we take into consideration is external, passive,
and global. By external we mean the attacker does not use a
node of the network to mount the attack but his own device
(e.g. node clone, laptop, etc.). By passive we assume that no
active attack can be conducted (e.g. honest nodes complying
to the assigned protocol, and no traffic injection); whereas,
all the traffic analysis techniques (i.e. rate monitoring and
time correlation) may be employed. By global we assume
the adversary is able to collect all the network activities.
Hence, the adversary is aware about the time and the source
of each eavesdropped message. This can be achieved in
two different ways: (i) if the adversary is aware of the
BS location, a proper deployment of a counter WSN may
provide to the adversary the ability of eavesdropping all the
communication; and, (ii) the adversary can track part of the
inter node communication by means of a parallel counter-
wireless sensor network [6]. The collected traffic can be
analyzed by an adversary as follows. Initially the adversary
inspects the content of the message looking for the source
identifier. In case the message is encrypted, we may assume
that the message remains the same during its forwarding.
If this is the case, a global adversary is capable of tracing
it back. If the nodes, though unlikely, decrypt and encrypt
the message before forwarding, the adversary may employ
techniques such as rate monitoring and time correlation. The
former accounts for continuous measurements of the traffic
to assess the nodes involved in the communication. The latter
consists of correlating the transmission time between a node



and its neighbor to assess if a message has been exchanged
[7]. We assume the adversary has the computational and
storage power required to perpetrate such advanced attacks.

V. THE UHT SCHEME

We now describe the Unobservable Handoff Trajectory
(UHT) scheme. Its main ability is to ensure that the events
are (α, γ)-unobservable to the adversary described in Sec-
tion IV. This is achieved by carefully issuing additional
messages that simulate dummy events. By Definition 3,
a set of events is (α, γ)-unobservable if: (i) the events
are α-undetectable, (ii) and the subjects involved are γ-
anonymous. Thus, the first stepping stone is to show that a
carefully-chosen amount of dummy events yields to events
that are α-undetectable.
However, to differentiate the set of dummy events from the
set of real events, we need to define a reference set, namely
Eref. Indeed, a set of events is undetectable only with respect
to another set of events.
We define Eref as follows:

XEref(ti) ∼ Poisson(λref);YEref,ti(lj) ∼ Uniform(1,MPL)

We just choose λref ≥ λr. However, for any λref 6= λr,
XEref(ti) ≈α XE(ti) is always false. Hence we need to
define E ∪ Ed as the set composed by the observed set of
real events and a set of dummy events Ed produced in order
to achieve α-undetectability. The following theorem shows
that we can always generate Ed such that E ∪ Ed ≈α Eref.
Theorems’ proofs are available in [8].

Theorem 1. Given a set of observed events E such that

XE(ti) ∼ Poisson(λr);YE,ti(lj) ∼ Uniform(1,MPL)

a reference set Eref with λref ≥ λr
XEref(ti) ∼ Poisson(λref);YEref,ti(lj) ∼ Uniform(1,MPL)

is always possible to generate set of dummy events Ed

XEd
(ti) ∼ Poisson(λref−λr);YEd,ti(lj) ∼ Uniform(1,MPL)

such that (E ∪ Ed) ≈α Eref.

In Section II-A we assumed that the events are initially
sensed by a randomly selected node ∈ P . Due to this
assumption and the definition of the set of dummy events,
we can show that the nodes are γ-anonymous with γ = λref.

Theorem 2. Let E be the set of observed events enjoying
the following properties

XE(ti) ∼ Poisson(λr);YE,ti(lj) ∼ Uniform(1,MPL)

and let Ed the set of dummy events defined as

XEd
(ti) ∼ Poisson(λref−λr);YEd,ti(lj) ∼ Uniform(1,MPL)

then, given any time interval Ta,b, it does exist a subset of
nodes N ′ ⊆ N such that N ′[a,b,E∪Ed]

holds, and |N ′| = λref

is verified for each time instant ∈ Ta,b.

In the following section we finally introduce the UHT
protocol, that is the reference implementation of the UHT
scheme. This protocol will be able to simulate a set of
dummy events as defined in theorems 1 and 2.

VI. THE UHT PROTOCOL

From a protocol’s perspective, an event is merely a mes-
sage forwarded to the BS. If the event is mobile, thus
it also features a length > 1, the traffic is then a set of
messages. The UHT protocol takes care of generating sets
of messages accordingly to the frequency of the dummy
events in question. The first concern is to ensure that the
behavior of Ed (as indicated by Theorem 1) is faithfully
followed by the perimeter nodes in a decentralized manner.
The second concern is how the inner nodes of the WSN can
cooperate to mimic also mobile events; in other words, since
the dummy traffic in question comprises of events with non-
unitary lengths, some nodes /∈ P will have to sense the same
event, and the respective messages generated. We address the
former issue in Section VI-A where we thoroughly explain
the algorithms each perimeter node has to implement. Then,
in Section VI-B we show that we can make neighboring
nodes cooperate by means of the same messages used to
notify the BS of a particular event.

A. Description of Dummy Event Generation

The generation of a dummy event is a two-fold issue. First,
Theorem 1 only provides the global behavior dummy events
have to comply to, while the nodes of a WSN have only local
information at their disposal. Secondly, even if the observed
events are assumed to follow a particular distribution, no
assumption can be made on its parameters, i.e. the value
of λr, as they can change over time. The UHT protocol
addresses both concerns. Indeed, UHT enjoys the following
features; it is: (i) distributed—it does not rely on any kind
of central coordination—; (ii) adaptive—it does not require
a priori knowledge on the distribution’s parameters—; and,
(iii) it can react to any change of the parameters in ques-
tion. We start by explaining why central coordination is
not required: we know by Theorem 1 that the perimeter
nodes must generate dummy events following a poisson
distribution of rate λref − λr. Since the perimeter nodes can
not be required to be aware of the global distribution of real
events, that is λr, we scale the distribution parameters by the
number of perimeter nodes. Thus, each node ni ∈ P needs to
produce the traffic of a dummy events following a poisson
distribution of parameter λref−λr

|P | . The value λref is known
in advance as it is the poisson parameter of the reference
set. The second parameter, i.e. λr, is in turn unknown. The
ability to estimate λr for each time instant ti is what qualifies
our protocol as adaptive. Note that the above introduced
hypothesis make that the rate of events varies while the path
length is always constant. While contextual privacy would
still be achievable by our proposed solution even relaxing



these assumptions—as it will be shown in the extended
version of this paper—, to ease exposition and notation we
limited our scope to the above identified setting.
There are two different situations in which we need such
estimates: upon deployment of the network, and during any
change of the distribution of real events. In both cases we
instruct the perimeter nodes to record the number of real
events over a window W of m samples. Estimating λr is
now a matter of choosing the right statistical estimator. For
poisson distribution an unbiased estimator is the Maximum
Likelihood Estimator (MLE) defined as follows: Algorithm
1 shows the steps each perimeter node ni ∈ P follows.
Upon deployment, a circular buffer is initialized (Line 1).
Then, for the whole life of the node if ni senses a real
event, it sends a message to the base station BS. It also
records that a real event took place by consuming a slot in
the buffer W putting the value 1 in it (Line 6). In case no
real event took place, the distribution of the dummy events
is recalculated (Line 9) such that the node can initiate a
dummy event accordingly to the actual distribution of real
events (Line 13). A dummy event is generated such that
it contains the information of its intended length (Line 12)
(the format of both M and M ′ is thoroughly explained in
Section VI-B and can be temporarily ignored). For the sake
of completeness, we also report the algorithms in charge of
(i) sensing a real event for a generic inner node (Algorithm
2), and (ii) forwarding a message (Algorithm 3).

Algorithm 1 Life cycle of node ni ∈ P
1: Init(W,n) {Initialize a circular buffer W of n elements}
2: while ni is alive do
3: if ni senses real event ej then
4: M ← IDni ⊕ EncKs (IDni , locni , Rni ,⊥)
5: Forward(M,BS)
6: Enqueue(W, 1)
7: else
8: λrMLE ←

(
1
m

∑m
i=1Wi

)
· |P |

9: T∗ ← Poisson
(
λref−λrMLE
|P |

)
10: if ti ∈ T∗ then
11: nk ← Random node in charge of extending the dummy event
12: length← Uniform (1,MPL)
13: M ′ ← IDnk ⊕ EncKs (IDni ,⊥, Rni , length)
14: Forward(M ′, BS)
15: Enqueue(W, 0)
16: end if
17: end if
18: end while

Algorithm 2 Life cycle of node ni /∈ P
1: while ni is alive do
2: if ni senses real event ej then
3: M ← IDni ⊕ EncKs (IDni , locni , Rni ,⊥)
4: Forward(M,BS)
5: end if
6: end while

Algorithm 3 Forward(M,nr) called by any ni ∈ N
1: nnext ← Routing algorithm choice to nr
2: Send (M,nr) to nnext
3: return

B. Description of Dummy Event Propagation

In the previous section we described how a perimeter node
had to generate a dummy event; in particular how the gener-
ation process could comply with our privacy requirements.
We now define how the messages notifying the BS of an
event (either real or dummy) shall be built. Let M be the
message sent in case of a real event, and M ′ the message
sent in case of a dummy one. The first trivial requirement
is that M and M ′ must look alike, as an attacker must not
be able to distinguish them by means of any sort of offline
analysis. The second requirement is that if M ′ is notifying
the BS of a dummy event, it must be forwarded to the
BS like M , but it must also instruct a neighboring node to
generate a dummy event. This is required by the fact that a
dummy event may feature a length > 1. This last concern
is addressed by considering how a WSN works: when a
node sends a message to one of its neighbors, it actually
broadcasts it, i.e. all its neighbors receive it (see Figure 1).

BS

nj
nl

nm
nd

na

nb

ne

Real Event

Dummy Event

Figure 1. All the nodes in the radius (dashed circle) receive the message
being forwarded to the BS. Only the nodes pointed by the dotted arrow
process it: either for delivering to the BS, or for extracting the information
necessary to propagate the dummy event.

In case of a real event being sensed by a node, say nl,
a message M is dispatched and delivered to the BS in a
hop-by-hop manner through nm. However, in case the event
in question is dummy, a message M ′ is also delivered to
the BS (this time by na through nd and ne). Now, since
all the nodes within the radius of na will also receive it
(nb included), M ′ can be also processed by such node. If
inside M ′ we also code that the event is dummy and another
node, namely nb, has to cooperate, this information will be
eventually received by nb too. The node nb will be then able
to dispatch another message M ′ to the BS, and potentially
request another node to cooperate.
We now show the details of both M and M ′ by means



of analyzing the algorithms employing them. When a node
ni ∈ N senses a real event ej , it sends the message M
to the BS (Algorithm 1, Line 4). The node identifier IDni

(implicitly zero-padded in order to match EncKs ’s length) is
XORed with an encrypted piece of information comprising
of: the node IDni

, the node’s location locni
, and a nonce

Rni
. The null value ⊥ is encoded with a size identical to

both locni
and MPL). EncKs

is a standard cryptographic
symmetric encryption primitive [9] (the key Ks is shared
among all the network nodes). Algorithm 4 shows how
the BS decodes a general message M . The BS XORs M
against all the possible node identifiers and tries to decrypt
the message (Algorithm 4, Line 2). When a valid identifier
inside the decrypted message is found, the BS checks the
validity of the location (Algorithm 4, Line 3). If locni 6= ⊥,
the BS acknowledges it (Algorithm 4, Line 4).
Whenever a node ni ∈ P starts a dummy event, it also
chooses a node, say nk, as the node that will extend such
event. The current event’s length is also included in the
message. In this way nk will be aware in case other nodes
shall be asked to cooperate. The message is then sent to
nr (Algorithm 5, Line 16), as it is the node closer to
the BS. Now, of all the nodes within the radius of ni,
only nr forwards the message to the BS. All the others,
potential candidates for extending the dummy event, XOR
M ′ against their identifier (Algorithm 5, Line 9). Out of
them, only nk obtains something that can be correctly
deciphered (Algorithm 5, Line 9). Before extending the
event, nk decreases the length value (Algorithm 5, Line
10). In case a positive value is obtained, it chooses another
node among its neighbors to further extend the dummy event
(Algorithm 5, Line 11). Such a procedure is then repeated
for every node intended to sense the dummy event ej .

Algorithm 4 (n, l)← V erify(M) called by the BS only.
1: for each ni ∈ S do
2: (IDnm , locnm , Rnm , length)← DecKs (IDni ⊕M)
3: if IDnm ∈ N ∧ locnm 6= ⊥ then
4: return (nm, locnm )
5: end if
6: end for
7: return ⊥

However, even if events are α-undetectable, if the formats of
M and M ′ differ from each other, an adversary is still able to
distinguish the traffic due to a dummy event. Thus we have
to be sure that an adversary can not distinguish M and M ′,
even if aware of the internals of our protocol. The adversary
can try to compare (i.e. profile) the encrypted portions.
Because it does not have any information on the shared key
Ks, it can compare only the message’s sizes. However, since
both messages carry the same amount of information (the
null values ⊥ are encoded with a size identical to the locni

and length parameters), their size can not be employed to
distinguish them. We point out that, by including a nonce

Algorithm 5 Receive(M,nd) called by any node ni ∈ N .
1: if ni = BS then
2: V erify(M)
3: return
4: end if
5: if nd = BS then
6: Forward(M,BS)
7: end if
8: (IDnm , locnm , Rnm , length)← DecKs (IDni ⊕M)
9: if IDnm = IDni then

10: length← length− 1 {A dummy event has been intercepted}
11: if length > 0 then
12: nk ← Random node in charge of extending the dummy event
13: else
14: nk ← ni
15: end if
16: M ′ ← IDnk ⊕ EncKs (IDni ,⊥, Rni , length)
17: Forward(M ′, BS)
18: return
19: end if

Rni , an attacker is not able to collect two different messages
with the same encrypted part. The technique of XORing the
two messages (M ⊕ M ′) to derive the XOR of the node
identifiers (IDni

⊕ IDnk
) is not viable. An adversary is

therefore unable to distinguish M and M ′, hence unable
to understand which of them constitutes a notification of
dummy event.

VII. SIMULATIONS AND DISCUSSION

In this section we test the UHT protocol by means of ex-
tensive simulations. We simulate a WSN of 1024 randomly
located nodes, distributed over a square of size 1× 1 units.
Each node enjoys a sensing radius of 0.1 units, and if lying
on the perimeter, is accordingly flagged as a perimeter node.
Each simulation is run for 500 time instants. All the reported
results are, if not otherwise reported, averaged over 200
different deployments. The reference set Eref adopted during
our simulations holds the following properties:

XEref(ti) ∼ Poisson(λref);YEref,ti(lj) ∼ Uniform(1,MPL)

where λref = 7, and MPL = c·
√
|N |. To provide a compre-

hensive set of tests we measure the communication overhead
for multiple values of c = 0.1, 0.5, and 1.0 respectively. Our
analysis starts in Section VII-A where we verify whether
the UHT protocol is adaptive. Section VII-B is instead
focused on testing whether (α, γ)-unobservability holds. In
all the simulations we omit the tests measuring the behavior
YE,ti(lj), that is the distribution of the events’ lengths. Since
the reference set features the very same distribution of E,
we just need to assign the same distribution of YEref,ti(lj)
to YEd,ti(lj). Section VII-C analyzes communication and
computational cost incurred by the UHT protocol.

A. Adaptivity of the Protocol

We test the adaptivity of the UHT protocol by testing it
against different distributions of real events. Figure 2(a)
and 2(b) show the simulations’ results against real events
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(a) λr = 2 if ti ≤ 250, λr = 5 otherwise.
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Figure 2. Scenarios with an adaptive generation of dummy events and their test of correctness.

increasing and decreasing their rate (λr from 2 to 5, and
vice versa). For each time instant ti we measure the amount
of both real and dummy events, and we compare it to the
amount of events that the reference set Eref would show.
We can clearly see that just after 100 time instants the sum
of dummy and real events closely matches the behavior of
the reference set Eref (black straight line); the rate of the
generated dummy event is effectively tuned in response of
the real events taking place within the network. This test
shows the effectiveness of the MLE as a mean to estimate
the change of the real events distribution. The UHT protocol
adapts to the new setting in a matter of ∼ 30 time instants.

B. Correctness of the Protocol

In this section we want to derive empirical results to
prove that the UHT protocol provides events (α, γ)-
unobservability . This means verifying whether Ed ∪E ≈α
Eref. Due to Definition 1, two sets are α-undetectable if
their random variables follow probability distributions that
are α-undetectable from each other (given a statistical test
T with confidence 1 − α). We do not test whether the
random variables modeling the lengths are α-undetectable;
the sum of two uniform probability distribution trivially
yields to an identical distribution in case their minimum
and maximum values are kept. We instead focus on testing
whether XEd∪E(ti) ≈α XEref(ti). Passing this test will also
prove, due to Theorem 2, that any subject being involved is
γ-anonymous (with γ = λref). We adopt the Pearson χ2 as
a goodness of fit test with the following hypotheses:{

H0 : XEd∪E(ti) ∼ Poisson(λref)

H1 : XEd∪E(ti) � Poisson(λref)
.

The null hypothesis (H0) states that the data sets produced
(i) by the random variable and (ii) by a poisson distribution
of parameter λref, are from the same distributions. Disprov-
ing it means that they are from different distributions instead.
In order to execute this test we first collect the amount of
both real and dummy events our protocol produces. Secondly
we test its consistency against a poisson distribution with
rate λref (the so-called expected values Vi). Since we are

interested in testing whether events are undetectable for
different time intervals (for example to investigate whether
the adaptiveness could disclose some important pieces of
information to an adversary), we divide the time of obser-
vation in windows of 20 samples each. We subsequently bin
the occurrences of both dummy and real events to obtain the
relative frequencies, Oi. Given k bins, we then execute the
χ2 test with k − 2 degrees of freedom (k − 2 due to the
fact we estimate one parameter). The test is then defined
as follows: χ2 =

∑n
i=0

(Oi−Vi)
2

Vi
. We check the resulting

P -value in the distribution’s table to check whether H0

is accepted or rejected for the chosen level of confidence
1− α. We execute the test with α = 0.01 for 200 different
deployments against all the scenarios analyzed in Section
VII-A. Figure 2(c) shows the percentage of successful tests.
In all the scenarios the tests are successful almost 90% of
the time. This means that, for α = 0.01, XEd∪E(ti) ≈α
XEref(ti) generally holds, and thus events are (α, γ)-
unobservable. During the first 10 time instants there is the
only time interval where the distribution of dummy events
does not pass the goodness of fit test; this however matches
our simulations in Section VII-A as the UHT protocol needs
some time upon deployment to properly tune the amount of
dummy events.

C. Communication and Computation Cost

To assess the communication cost, we test our protocol with
a variety of settings. First, we are interested in the increase of
the number of exchanged messages incurred by increasing
the λref parameter (3 ≤ λref ≤ 9). Then, we measure its
scalability w.r.t. different network sizes: 512, 1024, 2048,
4096, and 8192 nodes—for each case, randomly distributed
over a unit square area. For each run of the protocol, we
count two different quantities: (i) the amount of messages
produced by the protocol, and (ii) the amount of messages
used to forward an event itself (real or dummy) to the BS.
Thus, we consider a run to be completed whenever all the
messages are successfully delivered to the BS. We remind
the reader that the cost of our protocol is depending on λref
and not directly on λr. In fact, an higher λref implies a better



quality of the protocol. However, once fixed λref, varying λr
does not imply a modification on the overall communication
cost of the protocol.
Simulation results for 200 different runs of the protocol
are shown in Figure 3. In particular, the three figures show
how the network communication cost changes varying the
parameter λref for c = 0.1, 0.5, and 1.0, respectively. For
all these figures, the y-axis indicates the UHT induced cost
in terms of number of messages. Figure 3(a) shows the
message cost for different 3 ≤ λref ≤ 9. We can see how
the amount of dummy traffic grows almost linearly (even if
we increase the network size). This meets our expectations
since, by increasing λref, more perimeter nodes are in charge
of starting a dummy event. As an example, examine the run
with n = 1024. The cost increases by 200 messages each
time we increase λref by two units, that is linear. A behavior
similar to the one described for c = 0.5 has been observed
also for the other considered value of c. In fact, we observe
that the curves plotted in figure 3(a) 3(c) (for c = 0.1 and
c = 1.0) are just two different scaled version of the curves in
Figure 3(b) (for c = 0.5). As expected, we observe that for
a given λref and |N |, increasing the size of c increases the
network communication cost. As an example let us consider
λref = 9 and |N | = 8192. For c = 0.5 (Figure 3(b)) we have
a message cost of 1878 messages. The corresponding cost
for the same λref and |N | is 3639 for c = 1.0. In summary,
our scheme shows that event (α, γ)-unobservability can be
achieved with low cost. Moreover, since all the messages
are immediately forwarded to the BS, all the real events are
reported without any additional delay. As for the energy cost,
our solution fits the energy constraints of a WSN. Firstly,
we rely only on symmetric encryption. Moreover, for any
given event ej , only a single decryption and encryption is
performed by the nodes sensing ej . An additional decryption
is needed only by the neighbors of such nodes. The BS, the
node without any energy constraint, is the only node that
performs as many decryptions as the event length.

VIII. RELATED WORK

Privacy is a widely studied issue in WSNs [10]. Providing
privacy to a WSN strictly depends on the application running
on top of the network. Approaches, such as [11]–[13], are
focused on solving the problem of a privacy preserving data
aggregation [14]. A different problem is to protect the pri-
vacy of a node that is directly sending information to the BS
(not throughout the aggregation process). Such a problem
has been initially coped with by means of schemes [15],
[16] targeting the routing algorithm. However their solution
does not cope with the problem of a global adversary. The
solution in [17] achieves privacy when querying a WSN,
but sensors are required to partake logical hierarchy. In [18]
the notion of strong source anonymity is introduced under
the assumption of a global passive adversary. The authors
show the robustness of the proposed scheme under various

statistical tests. Furthermore, the authors demonstrate that
it is difficult to achieve perfect global privacy without
sacrificing performance benefit. We further observe that the
solutions in [2], [18] introduce a delay in the message
reaching the BS. In [19], the authors propose a lightweight
solution that can guarantee events k-anonymity. However,
they consider a very simple type of events: a fixed number
of items continously move (generating events) within the
network. Hence, even if events are mobile, the number of
events is constant—events never end (e.g. items do not go
out of the network) and no new events can be considered. An
interesting solution has been recently proposed in [3]. The
proposal is based on the observation that while the solution
in [19] was able to guarantee only k-anonymity, the solutions
in [2], [18] were highly demanding in terms of overhead.
In fact, the solution proposed in [3] is a dynamic source
anonymity scheme that seamlessly switches on demand from
a statistically-strong source anonymity scheme (i.e. [18]) to
a k-anonymity scheme (i.e. [19]). How to solve the handoff
problem in a secure and distributed manner is left as future
work. The aim of our work is to provide a light-weight
privacy solution (similar to the one described in [19]) for
a given class of realistic events that are (i) mobile; (ii) start
from the outermost part of the network—the perimeter—
; (iii) after a given (non predictable) interval of time end
in some place within the network. We observe that, to the
best of our knowledge, the solution in [19] is the only k-
anonymity solution that considers mobile events. However,
[19] cannot be applied to our considered class of events
because: (i) events are considered to start not in the perimeter
of the network but within the network itself; (ii) events are
considered to last forever. Instead, the class of mobile events
we consider last for a given, finite, non predictable time; (iii)
furthermore, in our setting new events starts continuously
from the perimeters—according to a Poisson distribution.

IX. CONCLUSION AND FUTURE WORKS

In this paper, we propose a new and quantitative event
privacy model—consistent with privacy definitions in the
literature—that considers mobile events taking place within
a WSN. We argue that mobile events raise more challenges
compared to non-mobile ones, since events observed at
different time instants might be related among them (e.g.
being caused by the same entity). We design a specific
protocol, UHT, and we show that UHT enjoys the (α, γ)-
unobservability property introduced in the above model.
In particular, UHT only requires a small knowledge about
the distribution of the events detected by the WSN. The
proposed scheme is completely distributed and, for a given
WSN, the introduced overhead grows linearly with the
parameter λref. Simulation results support our findings.
As future works, we plan to extend our scheme by improving
its self-adaptiveness feature. That is, we aim at a protocol
that self-adapts to even more complex behaviors than the
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Figure 3. UHT communication cost with different λref, and c values.

ones considered in this work. In particular, we aim to make
the scheme adaptive to any shape of the path followed by real
events. Similarly, we aim at considering different probability
distributions, events with heterogeneous speeds, non uni-
formly distributed length, as well as different distributions of
the nodes on the perimeter where events are first sensed in
the network. Finally, we aim also to investigate the impact of
bogus injections. Although, given the adaptive characteristic
of the protocol, we expect such attacks to not have a serious
impact on the security of the protocol.
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