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A brief history of computing
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Explosion of nodes

Issue: on the networking side, the exponential growth (#
of nodes connected in the Internet) continues way
beyond the world’s population consequence: scalability
becomes even more crucial
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Mobile surpassing desktop users

Desktop vs. Mobile Web Usage Trends & Projections
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An Overlay of Networks

integration of heterogeneous fixed and
mobile networks with varying
transmission characteristics
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On-going research: Nano-Satellites
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Dimensions of a CubeSat
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Figure: CubeSat taxonomy

~'ﬂ CubeSat Network
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Figure: CubeSat launch from ISS in Figure: In-space backhaul scenatios.
2012.over 1000 launched ti11 2019.



Internet of Space Things (lIoST)




Internet of Space Things (lIoST)
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Evolution from 1G to 5G

1G
Analog 2G
voice capability, Digital 3G
limited coverage _
and mobility ' better voice, Mobile Data
improved coverage,
2 kbps text messaging basic Internet, Mobile
multimedia B
’ roadband
AMPS
64 kbps smaller phones . Extreme Speed,
high-speed data, o
GSM, CDMA 2 Mbps smartphones Connectivity &
Reliability
HSPA, EVDO 1 Gbps
a platform for
LTE, LTE-A future innovation
10+ Gbps

g
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5G service & use cases—Nov 2017 - 5G AmericaWhite Paper



The NFV Concept

A means to make the network more flexible and simple by
minimising dependence on HW constraints

Traditional Network Model: Virtualised Network Model:
APPLIANCE APPROACH VIRTUAL APPLIANCE APPROACH

CG-NAT GGSN/ VIRTUAL

SIESINI APPIANCES
| Firewall PE Router

@ @ ORCHESTRATION, AUTOMATION
& REMOTE INSTALL

PE Router
) Session Border STANDARD
Firewall CG-NAT Controller HIGH VOLUME
SERVERS
Network Functions are based on specific HW&SW Network Functions are SW-based over well-known HW
One physical node perrole Multiple roles over same HW

Source: Adapted from D. Lopez Telefonical+D, NFV



5G — Network Slicing Concept
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History of
Internet of Things
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Nikola Tesla envisions

a wirelessly

“When wireless is perfectly applied the
whole earth will be converted into a
huge brain.”

Tim Berners-Lee

World Wide Web
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Kevin Ashton coins P~
‘Internet of Things’ and
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A new dimension has been added to the world
of information and communication...from
anytime, anyplace connectivity for anyone, we

will now have connectivity for anything.
Connections will multiply and create an
entirely new dynamic network of networks -
an Internet of Things.
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Internet Protocol version 6
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“We could assign an IPV6 address to every
(@] atom on the surface of the earth, and still
—— have enough addresses left to do another

100+ earths.”



Core stages of an loT architecture

End-to-End, Proactive, w Open, Extensive, | e <8 Advise, Transform,
I Defence-in-depth Partner driven A Integrate, Operate, Manage I

Security Ecosystem Services

STAGE 1 STAGE 2 STAGE 3 STAGE 4

Edge IT Data C(entrc? / Cloud
analytics,
management, archive)

Sensors/Actuators A
(wired, wireless) ms (analytics, pre-processing)

—-— Analytics — Analytics - Analytics —
E Management % Management g Management =
L Control o Control | Control m




Smart Systems and the Internet of Things
are driven by a combination of:

(1)SENSORS 2 ) CONNECTIVITY 3 PEOPLE &

~— & ACTUATORS PROCESSES

[Source: Postscape - ]


http://postscapes.com/what-exactly-is-the-internet-of-things-infographic

SENSO RS & ACTUATORS

We are giving our world a digital nervous system. Location data using GPS sensors. Eyes
and ears using cameras and microphones, along with sensory organs that can measure
everything from temperature to pressure changes.

. . Machine Vision / Optical g@: Position / Presence / Proximity
) Ambient Light

Motion / Velocity / Displacement

BdcaeK

Temperature

Electric / Magnetic

Humidity / Moisture

Acoustic / Sound / Vibration

Leaks / Levels

Force / Load / Torque

Chemical / Gas
Strain / Pressure

i_,!_l.l

[Source: Postscape -


http://postscapes.com/what-exactly-is-the-internet-of-things-infographic

What a driverless car sees
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https://www.youtube.com/watch?v=PgnsapPGaaw
https://www.youtube.com/watch?v=PgnsapPGaaw
https://www.youtube.com/watch?v=PgnsapPGaaw

CONNECTIVITY

These inputs are digitized and placed onto networks.

BLUETOOTH

uws
m ZAWAVE
2IGBEE
ELOWPAN
NFC
ANT

POWERLINE
ETHERNET
PRINTED

JE Advanced

Cellular 4G 7 LTE

3G - GPS / GPRS

2G / GSM / EDGE, COMA, EVDO
WEIGHTLESS

WIMAX

LICENSE-FREE SPECTRUM
DASH 7

R 20

Wide Area Network

MAN
Metropolitan Area Network -802 16

LAN
Local Area Network - 802,11

1P IPv6 UDP DTLS RPL Teinet MGTT DOS CoAP XMPP HTTP SOCKETS REST AP PAN

[Source: Postscape -

Pearsonal Area Network - 30215


http://postscapes.com/what-exactly-is-the-internet-of-things-infographic

€) PEOPLE & PROCESSES

These networked inputs can then be combined into bi-directional systems that integrate data,
people, processes and systems for better decision making.

r\

™ g ' Customer Relationship
s & Support
T

PPPTTECS
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@ Remote Monitoring / Maintenance
@ Control & Automation

. Supply Chain Management
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_@ Security / Energy
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[Source: Postscape - ]


http://postscapes.com/what-exactly-is-the-internet-of-things-infographic

Unlocking the Massive Potential of IoT

Improved
Performance

Reduced Costs

Create Innovative New Revenue
Services Stream




The interactions between these

@ SENSORS + CONNECTIVITY + PEOPLE + PROCESSES

entities are creating new types
of smart applications and services.

Starting with popular connected devices already on the market ’

SMART THERMOSTATS

\

Save resources and
money on your heating
bills by adapting to
your usage patterns
and turning the
temperature down
when you're away from
home.

[Source: Postscape -

CONNECTED CARS

Tracked and rented
using a smartphone.
Car2Go also handles
billing, parking and

insurance automatically.

ACTIVITY TRACKERS

% BASIS

Continuously capture
heart rate patterns,
activity levels, calorie
expenditure and skin
temperature on your
wrist 24/7.

SMART OUTLETS

*#* pelkin

Remotely turn any
device or appliance on
or off. Track a device’s
energy usage and
receive personalized
notifications from your
smartphone,

PARKING SENSORS

STREETLINE

CONRECTING THE HEAL WORLD

Using embedded
street sensors, users
can identify real-time
availability of parking
spaces on their phone,
City officials can
manage and price
their resources based
on actual use.


http://postscapes.com/what-exactly-is-the-internet-of-things-infographic
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http://www.telecomreseller.com/2014/01/11/cisco-study-says-ioe-can-create-savings/

,//'//

Gas Monltorlng

Senerate USD 698”“0” by reducing meter-reading costs and increasing the

accuracy of readlngs for citizens and mun|C|paI utlllty agenmes



http://www.telecomreseller.com/2014/01/11/cisco-study-says-ioe-can-create-savings/

{'lﬂ;FgfL’\Uﬂ
create USD 41Billion by providing visibility into the availability of

parking spaces across the city.

TN

Smaurt Parkino

Residents can identify and reserve the closest available space, traffic wardens can
identify non-compliant usage, and municipalities can introduce demand- based pricing.

[Source: http://www.tele


http://www.telecomreseller.com/2014/01/11/cisco-study-says-ioe-can-create-savings/

Uil adovs

Water Management

Could generate US D 39 B | I | |O A by connecting the household water meter over an IP network

to provide remote information on use and status
it “"'“',‘,‘«J‘ : : !\ _.._"5. PR — T


http://www.telecomreseller.com/2014/01/11/cisco-study-says-ioe-can-create-savings/

FOR EXAMPLE

PN TRANSPORTATION + SMART CITIES .

Sofia and her son Luis are on their way e, Using the cars'’s parking details the
Downtown for an appointment. o’ vehicle schedules a mobile mechanic to

.-‘. change the oil while the two are away
Tesn, \\\ E for the afternoon.

e

In Downtown San Francisco 20-30% of all traffic congestion
is caused by people hunting for a parking spot.

San Franaisco Municipal Transpertation Agency (SEMTA)

Wireless sensors embedded in the parking lot
help direct the car to an open spot in the city :
while also initiating the parking fee. 9



http://postscapes.com/what-exactly-is-the-internet-of-things-infographic

HEALTHCARE + SMART HOME

Wireless sensors throughout his house help
measure healthy activity levels, sleeping
patterns and medication schedules. ceveeecsee

Aging uncle Earl is still living
isolated at his home and you are
concemed about his safety.

-
I

Alerts are automatically
sent to health care services
and authorized family
members if any abnormal
activity is detected.

..........................

40 million adults age 65 and over will be
living alone in the U.S, Canada and Europe.

- I1.S. Department of Health and Human Services: Administration for Community Living (ACE)

e SMART BUILDINGS + MOBILITY I

Anna is being pressured to reduce her company’s
expenses for their new corporate office. “k

After speaking with experts she decides to install sensors to automate energy
usage according to building occupancy, people flow, temperature, and other
ambient conditions -~ improving the building'’s overall efficiency.

Energy used by commercial and industrial
buildings in the US creates nearly 50% of
our national emissions of greenhouse gases.

- United States Envisonmental Protection Agency


http://postscapes.com/what-exactly-is-the-internet-of-things-infographic
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The Sensing-as-a-Service Model

Sensors and Sensor Publishers Extended Service Sensor Data
Sensor Owners Providers Consumers

[Source: “Sensingas a Service Modelfor Smart Cities Supported by Internetof Things”, Charith Perera et. al., Transactions on Emerging Telecommunications
Technology, 2014)]
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Vehicle,asset,person & pet Agriculture automation  Energy consumption Jecw‘u‘ &  Bul wanagment
monctoring & confro//éog J ¢4 e c//uc " “y e
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,© ©'@©<Z)@ §ivians I:l E ]gf r"| Elﬂ i
@E;@ Y5 o7 :2 i.wl ar‘. ﬁ ﬂ é @T o

//2// & wireless
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Sensing-As-A-Service

BENEFITS



Smart Home Scenario — Interactions in Sensing-
as-a- Service Mode|

<5 . T : Cloud platform that supports
RDIF tagged RDIF tagged seﬂsing as a servi‘t):g

Ice Cream / Cheese Packet
| _ m— siscaicaiis i
Y ((( °) ) Ice Cream
----- Q ‘ v, M Manufacturer

Wireless Access Point @ & Niike
at Mike's house ol

== Door Sensor Reader
== RFID Reader

== Temperature Sensor = = = Sensor Data Flow
-------- Permission and Access Control Flow

[Source: “Sensingas a Service Modelfor Smart Cities Supported by Internetof Things”, Charith Perera et. al., Transactions on Emerging Telecommunications
Technology, 2014)]



Efficient Waste Management in Smart Cities

Supported by the Sensing-as-a-Service

Infrastructure with access to -
energy sources and long rang -
data communlcatlon 7

Cloud platform that supports Y City
sensing as a service ;;, Council

ecycling

Plant

Mgnufacturing
13 Plant

T

Thp o Ty
Health and Safety
Authorities

Garbage Cans & Garbage Cans Garbage Trucks (as data collectors)

(with low cost passive sensors) ¥ (with active sensors)

[Source: “Sensingas a Service Modelfor Smart Cities Supported by Internetof Things”, Charith Perera et. al., Transactions on Emerging Telecommunications
Technology, 2014)]
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IOT Application Scenario - Shopping

(2) When shopping in the market, the goods will
introduce themselves.

54 c\ﬂammssmga

bolﬂehomlBeﬂar;ga
come replace it. |mdoearganuz

écéé

arrived yesterday
a truck from Factory #8!

As the shopper enters the store, . — 0
Scepmiars Mantily hac xsbing (1) When entering the doors, scanners will identify the
nts, shirt and shoes. The store

knows whero she bought tags on her clothing.

B
L =

A microchip embedded
in her credit card talks
to the checkout reader.

Payment authorization (4) When paying for the goods, the microchip of the
' credit card will communicate with checkout reader.

,;
.
'.&

(3) When moving the goods, the reader will tell the

ﬁmroadernthe herpumhases :

shelf recognizes No shoplifting here because
theneed Oestock | e raadar catches veryihing staff to put a new one.

{llustration by Lisa Knouse Braiman for Forbes



Efficient and Effective Collaborative Research [
Supported by Sensing-as-a-Service Model

Microbiologists Agriculturists Bio Agricultural IAc?td?_mic
et nstitutions
Sc'em'Sts S/gl_gn_gsts and Students
! L g @ Yanco Field Analysis
@ . ol

ETO[mm/day] ®ET0 @ VD - Rainfal VPD[kPa]

Y, s
-~ - -
Cloud platform that supports
sensing as a service
Aug Sep Oct Nov Dec Jan
23/07/2010 06/01/2011
Temperature[Deg C] Temperature ® Relatve Humidity Relative Humidity[%]
Sensor data collected through verity of 4433 . 10000 1
ifferent an mplex sensors an | 3”6\ f o -
different and complex sensors and tools s N\‘\,,'_W ,\/\[N\/‘ ; \"1 H-\ i
7, « 2049 1 S0
Blimp 2055 y ‘
19.60 ¢ \\[\ 50.00
- 1465 s £ . - s hoou
o o e 871 e — ¥ i aoou
PlantScan T’ - e - ol ia bR ha 4 e
= P - i (L e = "‘F‘b il Aug Sep oct Nov Dec Hi
) 2 e = . 2300772010 0810172011
M‘Qﬁ o '7*”(_;-

Cropatron . & 1800 Flowerig

1600
1200

\\/S :/: == ‘% . w =2 /P Q.ﬂ Thermal Time[Degree.Days] ® Thermal Time
: (" 1 4 { G x

The sensing-as-a-service model allows researchers to
share resources across borders and understand
phenomenon which are not available in their own
countries.



The Web Of Things
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Solution is the Web of Things (WoT)

_ ‘k_ -ZigBee- - ——**"0

SECURITY

Building
Control
Center

HEATING &
COOLING
] v

' -0

e N 5 -’-.:.\.‘: |

R .“‘Bacnet__ . o .
o % I "
‘.¢ Easy-peasy!

'l’

*

.
»

Internet Of Things Web Of Things
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loT: Web of Things ol

o s ol 2 Automated
conros: [ Mashup S
ofl-a-
™ . Web Applications
Social Networks API Tokens TLS  pris
Layer 3 Delegated
SHARE Authentication OAuth JWT  PKI
Social WoT Encryption
REST Crawler Web Thing Model RDFa
Layer 2 HATEOAS Search engines JSON-LD
FIND i M Schema.org Linked Data
Semantic Web mDNS
SON REST API
— HTML : JSON +vebsockets Aot
ACCESS SRR Proxy mQrT
URI / URL Gateway CoAP

NFC 6LoWPAN Thread Ethernet Wi-Fi
R
Sl s Q Beacons Bluetooth ZigBee 3/4/56G

™ | B (B | o=
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loT — Network Layer

NFC 6LoWPAN Thread Ethernet Wi-Fi .
QR Beacons Bluetooth ZigBee 3/4/5G

Networked

. L oF B oo
e ws O .
of 5 - |

i e .
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Network Layer — Choose a Physical
— Protocol

oSl Internet Protocols
Suite (TCP/IP)

""""""""""""""""""""" HTTP WebSocket [ |
7.Application MQTT-SN MQTT
! H DNS XMPP  coaP
".'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.Z“.'.'.'.'.['.'.'.'.'.'.'.'.'.".'.'.'.'.'.'."..".'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.1'.'.'.'.'.'.'.'.'.'
| | |
| | |
6. Presentation : : : TLS SSL 4. Application
................................ S S |
............................... b5 S A s et e R R e B RS e b R
' : :
5.Session : | : FTP
: ! .
".’.’.'.'.'.'.'.’.'.'.'.'.'.'.'.'.'.’.'.'.'.'.'.'.]'.'.'.'.’.i'.'.'.'.’.’.'.'.'.‘(’.'.'.'.'.'." '.!'.'.'.’.'.'.'.'.1'.'.'.'.'.’.'.'.'.'.'.’.'.‘.'.'.'.'.'.'.'.'.'.'.'.'.'.'.’.'.'.'.'.'.‘.'.'.'.'.'.'.'.'.'.’.1'.'.'.'.'.‘.'.'.'.'.'.-
Zigbee | EnPcean TCP
4. Transport St i skack UDP 3.Transport
".'.'.'.'.'.'.'.’.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.2'.'.'.'.’.‘.'.'.'.'.'.‘.'.'.'.:','.'.'.'.'.'."'.'.:'.'.'.’.'.'.'.'.';'.'.'.'.’.'.'.'.'.'.'.......-...............'.’.'.'.'.'.'.’.'.'.'.’.'.'.'.'.'.'.'.'.'.'.'.'."
1 |
Bluetooth | | ! 6LoWPAN 2. Network
3. Network : & tacke | ! o |
| | : (v4, vé6) (Internet)
-------------------------------- 1---------i‘------1--Jl------.--'-----------.----.-----------------.----------‘--...-.-.--
| | | '
g | | ' Thread
2. Data Link ! i E Stack MAC TR
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, C il sl b o s R S .Physica
""""""""""""""""" R S i R i (Link)
. | ; : | Ethernet  Wi-Fi
Fryscal ' | ' | IEEE 802.15.4
: Y 5. S | SO S——

We previously discussed some pieces fitting here !
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loT — N. Layer

SON REST API
; Layer | Ll ) WebSockets HTTP
| ACCESS Web Hooks Proxy N

; URI / URL Gateway QFE eLap

Accessing the Things in a standard and transparent way



loT — N.L: Basic Access Scheme

actuators LEDs LED #
/actuators /leds /{led#)

O O

light sensor
Night

HELLO

my name is

Root URL of
Raspberry Pi

temperature sensor
devices.webofthings.io/pi

/temperature

/1

http://tn.gg/JANFvB4uU Sanwors n
Pl

/x

ly
acceleration

/accel /z

A URL for each Thing gyroscope *

/z

And a RESTful API

(nlego




loT — N.L: Not all speak HTTP

Typical MQTT Typical MQTT-SN Typical CoAP
Protocol Stack Protocol Stack Protocol Stack
-—-— e _— s — 1
|
: 4. Application MOTT MQTT-SN CoAP CoRE |
: : Required
'| 3. Transport TCP UDP UDP :
[ pgp———————— ;s —— J i e ——————— il
2. Network .
(Internet) IP Not specified 6LoVWPAN
Recommended
1. Physical ' "
(Link) Not specified Not specified IEEE 802.15.4

Client C

MQTT: publish/subscribe messaging protocol designed for lightweight M2M

» client/server model, where every sensor is a client and connects to a
server (a.k.a. broker)

» clients subscribe to topic channels of interest

« topic channels are hierarchical (e.g., room2BC/heating)

» 3 QoS Levels: “Fire and forget”, “delivered at least once” and
“delivered exactly once”.

« username/password authentication. publish "temperature” “22.5"
TCP over SSL/TLS

"temperaturg" = "22.5

Broker

"“temperature" = "22.5"

Client B

Client A
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loT — N.L: Not all speak HTTP

Typical MQTT Typical MQTT-SN Typical CoAP
Protocol Stack Protocol Stack Protocol Stack
-—-— e _— s — 1
|
: 4. Application MOTT MQTT-SN CoAP CoRE |
: : Required
'| 3. Transport TCP UDP UDP :
[ g ——————— ;s —— J i e ——————— il
2. Network .
(Internet) IP Not specified 6LoVWPAN
Recommended
1. Physical ' "
(Link) Not specified Not specified IEEE 802.15.4

CoAP: Constrained Application Protocol from the CoRE

(Constrained Resource Environments) RFC 7252

« document transfer protocol designed for the needs of constrained devices;

« packets are much smaller than HTTP TCP flows;

« simpler and faster to parse with small memory footprint;

« over UDP, interoperates with HTTP and the RESTful web through simple proxies;
» client/server model where clients may GET, PUT, POST and DELETE resources
 DTLS capable CoAP devices support RSA and AES or ECC and AES.
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loT — Find Layer

REST Crawler Web Thing Model RDFa
Layer 2 HATEOAS Search engines JSON-LD
daisss Link Header Schema.org Linked Data
Semantic Web mDNS

Web protocols cover the “How” not the “What”
The findability problem: describe and discover the Things !



InMadovs
loT - F.L i

: Hotel Room hotel.io/room202/heating

;‘,;°;"h‘i’:g::':a:h;:?°°t il 202 URL of the heating unit in room 202
P -

2. What messages (verbs, payloads, E

etc.) can | send to those Web Things? K

3. What do those resources/ / i 5

messages mean and do? — Wi-Fi Heating System

.

o

Light System

B 4
1

Mobile App for Bc;tfl.i(f)/triloo;ﬁtO% .hotcl.io/roc?m202/|ights
Hotel Guests of the hotel room URL of the light system in room 202
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loT — Share Layer

Social Networks API Tokens TLS pTLs
Layer 3 Delegated :
SHARE Authentication OAuth JWT  PKi
Social WoT Encryption

-------------------------------------------------------------------------------------

-------------------------------------------------------------------------------------

Securing and sharing Things'!



loT: Sh. Layer — The Social Web of
_'|:|q.|.ng.g

Acorssed twice.

90pen in new window | [ Open here | [ Make REST request | [JAdd Feed | [0wlete |
POST $  /gateways/ocalhost:B082/resources/EnergyMonitor/ploggs/Kettie/statys. hum

Request Data:

URL-encoded data to be sent to the resource, ¢.9.: key! =value] Skey2 svale2.

Katuseoll

[aSubeie ]

Status of Kettle
Status: off

Gateway: Social Network:
Select » gateway. Select a Social Network to friends.
(Tumon) e depley

| localnost:8082 : :

URL: User:
Select 3 Resource to be shared. Loading all avadable Select a friend 50 share a resource with,
resources mioht take some time. nleace he nationt. .

v
EnergyMonitor (/EnergyMonitor)
Overall load of the current place (0-100) (/EnergyMonitor/load.htmi)

List all Ploggs (/EnergyMonitor/ploggs.html)
Kettle (/EnergyMon itor/ploggs/Kettle html)

EnergyMonitor/ploggs/Kettie/status.htmi

All Ploggs (/EnergyMonitor/ploggs/all)
e ——————




loT: S
—TJﬁmgQ i,
e Social Web
of [

_ aaaghiins 2 m\mxe ago
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https://www.youtube.com/watch?v=i5AuzQXBsG4
https://www.youtube.com/watch?v=i5AuzQXBsG4

loT: Sh. Layer - Security

IniFadove
Uy

Problem 2.

Am | really talking to the
heater? Or to a fake device
trying to steal my
passwords?

Lena's Mobile App

Problem 3.

this request? If so, is she
allowed to change my
temperature?

Yo Heater!
Set Temperatureto 10°C

U

Am | sure that no one
can see the message |
am sending to the
heater?

Attacker Sniffing
Network Packets

Is it really Lena who sent me

Security by obscurity never helps
» Better off with open protocols!

Technical challenges

 TLS can be heavy for resource
constrained devices

« DTLS, TLS on UDP for constrained
devices

Things onthe Web = Thingson the
Web!
DDoS attacks
UDP flooding / TCP SYN attacks
Hacking the physical world

* e.g., Shodan, Baby Monitors
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loT — Layer 4

Monitor a process / sensor

[ Get sensor temperature H Sample data insertion H discard outlier

Send average tocloud

@ connected

Threshold

Automatic control of heating system
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loT — Layer 4

Echo requesi‘ Format response | - j {—0) hitp

Build status message (>

Request Type
/ Camera Left (>

Camera Home

Intents : delay 3 s

% : delay 6 s
C p
|
L
P
||
I-~-.

*Node-red: tool for composing together hardware
devices, APIs and online services

* And a lot of other interesting frameworks...



The S.C.A.L.E Taxonomy
(Challenges)



The S.C.A.L.E scheme

Major UC challenges, on a very high level:

é S - SCALABILITY
- how to support cooperation of “zillions” of components?
- how to support nomadic users around the globe?

é C - CONNECTIVITY
- how to “easily” connect these zillions? Several levels of abstraction:
- wireless networks — a blessing and a curse (unreliable!)

- most issues come above wired/wireless net (note: overlap with scalability):

- how to find/understand your peers? How to enable zero configuration
- how to design networks for zillions? of connections, without central-server bottleneck

é A - ADAPTABILITY
- usage during daily work, surrounded by 100s of components: need minimal interaction
- major approach: context-aware computing — use it to automate tasks & reduce options
- why “adaptability”? adapting-to-particular-user (user modeling) focused beyond context-
awareness
é L-LIABILITY
- termindicates: we must go beyond today’s IT security solutions (not goals), since
- today’s solutions do not scale (centralized components?), are not “humane” (see below), ...
- ... & don't flexibly consider conflicting (privacy, traceability) & related goals (dependability etc.)

é E - EASE-OF-USE
- adaptability permits “minimal” ..., ease-of-use means “optimal” interaction (related!)

- Issue: optimal use & combination of modalities, advancement of specific modalities
- issue: “understandinda’ natural inout: a) xoox-to-text: b) text-to-meanina: “intelliaence”?
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S.C.A.L.E - Scalability

é S-SCALABILITY
(is a “top priority” challenge - reflected in acronym: scale)

A. Network Scalability: UC leads to (potential) cooperation of
“zillions” of devices

- thus, solutions need to work efficiently with zillions of
components

most relevant areas (basically, alternatives for addressing
technical scalability):

1. bionics i.e. bio-analog computing

- neural networks, cooperating robots: huge fields, only
marginal importance for UC

- ant colonies — often simulated / executed on single
computer today; swarms, autonomous computing ...

2. Future communication/cooperation (pub/sub; P2P, Grid)
— see further below (C — connectivity)

3. Locality of data and content

- Not everything needs to be available and accessible
globally

- Data aggregation at intermediate points
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An example - Localized, aggregate
—ela{a

/NN
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_— Local Data Hubs
'Relays sensor data from_ \ \ o L



https://www.youtube.com/watch?v=7DohXjXSQoE

S.C.A.L.E - Connectivity

Global interconnection of UC components is related to the
following (and to “scalability” above):

A. Scalable Communication

1. wireless networks: (often!) a prerequisite for higher layers.
5G the solution?

2. event based communication: praised as the UC connectivity approach

* means “push” paradigm, a prerequisite for scalable open cooperation
of components (supersedes client/server!);

* remaining problems (advertising, openness, integration of other
paradigms)

* plus: what else is needed in UC middleware (e.g., disconnections are
a norm rather then an exception)

B. Scalable Cooperation

1. Overlay Nets: overlay networks in the Internet; at least 3 classes:

a. Peer-to-Peer Networks: no centralized bottleneck, scale well?

b. Opportunistic Networks: ad hoc net (node proximity) parallels global human
“network”

C. Cloud Computing: dynamically available resources parallel fluctuating
resource demands

2. Service Discovery: prerequisite for zero configuration
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An Example — V2V communication &

T i s I ad

S y

SRz

\." .

: = ;
> | i
y % = A -.'W . :..' 5

G : e ¥ ” i
L [l o = : S = 7
. = . 4 e y ¥ el

wh . ‘(Qt" '.'-‘ ‘ - g ;;"
- 1%{' - .

‘“Q:" A : ‘ it . int eh;i_de onigft ?‘ég ﬁ-” :
A e o A AT R

- o

o '-
o o 1
[ 4
g .gb

S
% %

-
.




An example — CarFi Demo [iedo

Enabling Vehicle V2X in Urban Landscapes

Giovanni Pau
Excellence Chair Professor in Smart Mobility @ UPMC / Paris 6

UCLA - Computer Science Department
giovanni.pau@upmec.fr
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https://www.youtube.com/watch?v=uc8phkSXcxE#t=10m54s

A
IWJ‘B?D\B
L’}(_"J_-i.i".L 11{7

Y

S.C.A.L.E - Adaptability

A. Context Awareness (adaptation to “situation of use”)

« sensed context: what sensors can measure (temperature, shock,
location, ...)

« modeled context: info held in “other” software/DB: tasks &
activities etc.

* inferred context: built from (several?) sensed or modeled contexts,
e.g., GPS—>street... co-located chemicals = dangerous!, is
always modeled

* note: context “ages”, is “probabilistic’/maybe contradictory
(sensor imprecise? calendar entry gives different location than
GPS sensor?)

* most investigated context: location
« maybe absolute or relative, outdoor or outdoor

B. User Awareness (adapt to user(s) - and, mid term,
provider?)

» technology? “usual suspects”: user models, profiles&preferences,
user agents

« greatchallenge: the huge crowd of “new” users
* unexperienced, hands/eyes free, little attention
e understand their actions = support them!



S.C.A.L.E - Liability

Liability ;== protection of actors and those concerned by actions
(peers, third parties, society) through “right” mix of
Protection/prosecution —all ino‘oresen ce of zillions of peers;
iability = “security and beyond”

A. Scalablesecurity:

« Machine-2-machine communication, ad hoc “encounters”: PKI not
viable

 cannot check certificate chain with (central') roots zillions of
times per second!

* evenif so: a party may change (e.g., due to virus) ziliseconds

after check
« maybe: not always/reliably connected!
« early approaches:resurrecting duckling++, TCl, ... : = viable

overall solution?

« there ain't no end-2-end encryption (cf. https-connection vs.
“frontend” password-spyware)
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An exa
mple -
——Wreﬂg:??g what can possibly go [



https://www.youtube.com/watch?v=MK0SrxBC1xs

How ?

*“ by sending carefully crafted messages on the
vehicle's internal network known as a CAN

bus”

*\Which was the “attack vector” ?

*Controller Area Network(CAN)-bus

« Message-based for the vehicle-bus designed to
microcontrollers to communicate with each-other

« No security features in the standard
 applications are expected to deploy their own
security mechanisms

*Read If curious

ﬂi‘r' BN
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http://illmatics.com/Remote Car Hacking.pdf

S.C.A.L.E — Ease-of-Use ol

remember: optimal use & combination of modalities (Ul-adaptability
may be considered a subset of ease-of-use)

A. “multimodalinteraction”
simple distinction: hands&eyes- vs. mouth&ears-interaction -

1. advanced handsé&eyes interaction: GUIs predominant, but further
developments needed

- examples: focus + context-displays, 3rd dimension (VR), 4th
dimension (dynamic displays), immersion, narration

2. mouthé&ears interaction: voice underdeveloped today, great
potentiall - nomadic (hands-/eyes free) operation

* but: needs speech understanding, Al recent improvements
3. integration of HCl and SWE(ng): the grand challenge!

« today: HCI before & after SWE — but “incompatible”


https://www.youtube.com/watch?v=M1ONXea0mXg

The NFV Concept

A means to make the network more flexible and simple by
minimising dependence on HW constraints

Traditional Network Model: Virtualised Network Model:
APPLIANCE APPROACH VIRTUAL APPLIANCE APPROACH

CG-NAT GGSN/ VIRTUAL

SIESINI APPIANCES
| Firewall PE Router

@ @ ORCHESTRATION, AUTOMATION
& REMOTE INSTALL

PE Router
) Session Border STANDARD
Firewall CG-NAT Controller HIGH VOLUME
SERVERS
Network Functions are based on specific HW&SW Network Functions are SW-based over well-known HW
One physical node perrole Multiple roles over same HW

Source: Adapted from D. Lopez Telefonical+D, NFV



5G — Network Slicing Concept
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