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C/C++/Java Type System
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What is a Type?

FHG IKJMLON PRQTSVUTW UTQTG LTW N XYLTZ\[MIT]
^VSMLOPTLTGV_M`VaTUTb cVLTPOUTd\LTeTJVW LTPKPTN _Vdf_V`MG SMUTGVG ITJVLRQKUTdfG UTgTL
^VSMLO_MJVLTW UTG N _VdMPOG SMUKGMQKUTdf[VLRUKJMJVb N LTZ\G _\G SM_VPTLOaTUTb cVLTP
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Pre-Defined and User -Defined 
Types

i _Mj\LRG ITJMLKPRQTUKdf[VLRJVW LVk ZVLT` N dVLTZ\[MIOG SMLOb UTdVlMcVUTlVL
monTp qYpsrutvtsw xsysz�{s|~} z�� xsqvxY� {v|��~�vyY� yv� � xY� {v|�{ � � } zvq~{s|�x�� �

��W LKk ZMLK` N dMLKZfG ITJMLKPRQT_Vj\LR��N G SfJVW L�k ZMLK` N dVLTZ\_MJVLTW UKG N _VdMP
monTp qYp�� t��Y} z�� xvqsxY� {s��ys�v�s} � } tsz~{v|�{v�v��� � y~��� } tsz�{s|�x~� �sp

�MUKdMlVcMUTlVLTPOG ITJVN QTUTb b IRUTb b _M��cVPTLKWvk ZMLT` N dMLKZfG ITJMLKPRUTdVZf_VJMLKW UTG N _MdVP
mo�T{~xY� � �vx�� } z~xs��ts�~x�� y�� } tsz~{�yY� x��s� t��s} �sxv��} z�� �~x�� tY� ��t~���s� t~�~xv���v� xv{�yszv�� �vz���� } tYz�{
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Objects, Variables and 
Constants

F�d\_M[V� LTQKGM_V`MURlVN aTLKdfG ITJMLON PRUOW cVd�k G N jfLOLTdMG N G IO� cMPKcMUKb b IRUOJMN LKQTL
_V`Mj\LTj\_MW IT�VQT_MdVG UTN dMN dVlfaKUTb cVLTPR_V`MG SVLRG ITJML

FHaKUTW N UT[Mb LRN POUTd\_M[M� LTQTGV��SM_VPTLRaKUTb cVLRQTUKdfQKSMUTdVlML

FHQK_MdVPTG UKdMGVN PRUTd\_M[V� LTQKGM��SV_MPTLOaTUTb cMLOQTUTdVdM_VGMQTSVUTdMlVLRUK` G LKW�N G
SVUTPO[MLTLKdfN dVN G N UKb N XYLTZ
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Example

N dVG�� �
¡

¢¤£v¢�¥s¦ §

int
N PRUOJMW LKk ZMLK` N dVLTZ\N dMG LTlMLKW�G ITJMLON d\¨H��SM_VPTLRaKUTb cVLTPRW UTdVlML

© ª�^V«T¬R© ª­G _�© ª�^M«K¬RF�®
i _Mj\LR_V`MG SMLOJMW LTZMLK` N dVLTZ\_MJMLKW UKG N _VdMPRG SMUKGMQTUKdf[VLRUTJVJMb N LTZ\G _

int
UTW LT]

m°¯M�v�s} � } tszY|�{s�~��� � yv� � } tszY|~���~w � } �vw } �~y�� } tszs|~�s} �s} {v} tszY|v� xY�±ys} z~�sxY� |�x�� �sp

²´³ ¥sµ�¶ £~· ¸ ¡�¹ ¸ º ³�» ¢¤£ ¡¼ º�£�¥sµ�¶ £�· ¸ ¹ ½ »V¾~» ¦ ¹ » µv¿ £
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Type Checking

^VITJVLRQTSVLTQTgKN dMl\N PRG SMLOJMW _MQTLKPTPRG SMUKGMQTSVLTQTgKPRG SVUTGVJMW _MlVW UTj\P
QK_MdV` _MW j�G _\G SMLOG IKJMN dVlfW cMb LKPR_V`MG SVLRb UKdMlVcMUTlVL
^VITJVLRQTSVLTQTgKN dMl\QTUTd\[VLRJMLKW ` _MW jfLKZ
m�Áu� y~� } �~ysw w Â�y��s�~ts���s} w x � � } �±x
mÄÃTÂvz~yY��} ��yYw w Â±y���x�Å~xv�v��� } tYz � � } �±x
FHb UTdMlVcMUKlMLRN PÆPKG W _MdVlMb I´k G IKJMLTZ N `MN GMJMW _VSMN [VN G P
m°ÇK�~x�yY�v�sw } �~y�� } tsz±t~�Yysz±tY�~x�� y�� } tsz�� t�ysz±tY� È x~���v� �~y~��} {±zvt���} z�� xYz~�vx ��� t±{s�~�v�vtY� �
� �~x�ts�vxY� y�� } tYz�É yv{�{v} qszv�±xYz��u} {���tYz�{v} �vxY� xv��ysz±tY�~x�� y�� } tszvÊ

FHb UTdMlVcMUKlMLRN PÆ�ËLTUTgTb IKk G ITJVLTZ N `MN GVN PRdV_MGVPTG W _MdVlMb IOG ITJVLTZ



2

Ì� � � � �   ! " # $ % & ' ( � ) % * $ + � % & , $ -�. / 0�1 2 3 4 5 6 2 7 8 6 3 9 : 6 ; < =�> 3 6 6 ? 4 @ 2 A 6 7 9 B 9 C 4 7 D C @ 6 7 E 6

Strong Typing is Good

© GVJMW LTaTLKdMG POjfUKdMIOgTN dMZVPR_V`MQKW UTPKSMN dVlf[VcMlVP

© GVG LTb b PRG SVLRJVW _VlMW UTj\jfLKW���SVLTd\PTSVLRSMUKPRj\N eTLTZ\ÍsUTJMJVb LTPKÍ ��N G S
Ís_MW UTdMlVLTPTÍ
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Some Examples

i G W _VdMlMb IR� j\UTN dVb IRPKG UTG N QTUTb b IT�MG ITJMLKZfb UTdMlVcMUKlMLTPK]
m°¯M�vy�|vnT} � � xsw |�Ï�y~�~y
mÄÐ z�¯M�vy�ÂvtY���~ysz�Ñ¤t�� Ò¤y�� t��~z~�±{�� � tszvq�� Âs�v} zvq�} �vÂvtY��� xsysw w Â�Ñ�ysz��s� t
i G W _VdMlMb IRZMIKdMUKjfN QKUTb b IOG ITJVLTZ\b UTdMlVcMUKlMLTP
mÄÓ~} {v�s|~ÁK�±yYw w � yYw Ò
ÔÕLTUKgTb IOG ITJVLTZ\b UTdMlVcMUKlMLTP
m�Ö�|�ÖM×Y×
¨�_VjfJVb LTG LTb IOcVdMG ITJMLKZØb UKdMlVcMUTlVLTP
m�y~{�{~xs���vw Â�w yYz~qY�~yvqsx~{v|�{~�vxsw w {��s� } ��� {
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Typing Problems in C/C++/Java

� Âv�vxv�vx~�YÚ Û�ÜTÝ ÜMÞYÞ Ú ß�à�ßYáYâTã ä ásàYÛ�åæÚ äTå�âYçvßæÛYâsäTåYç~è Ú Ûsç�à Ûsçvé\ä ê�ëYç
ì âæísßsçYã î åYç~è Ú ÛYçså�ä ê�ësçsß
ïÄðsñ ò~ó ò�ô õ¤ö ñ�÷�ò~ô ò�ñ ø ù~ô õ�ú�û ü ø ù�ý�ù�ô õ�ú ô ù�ò~ó õ þ
ï ÿ � û ü ø ù�ô õVö ù�� ý�� ø ÷ ù~ô ùMñ�ò�ü � ü�ó ��� ù¤òVõ�û ü�ý�ó ù�� � û ü ø ù~ô�ø � ò~ü ¹ ³ ¸ ø ��� ù�þ
ï
	Tô ô ò � õ¤ö ù�� ý�� ø ÷�ù�ô ùVñ ò~ü � ü�ó ����ù¤òVõ�û ü ý~ó ù¤ò�ô ô ò � � 
 ¹ ³ ¸ ø ����ù þ
� � ë�� Ú �sÚ ä��vâuÛ��YçYã ß�Ú âuÛsß±è ã â � Ú Ûvä ç��YçYã ß±ä âMã çvà�� ß
� çsà��±â��YçYã è � âsé�ßsç � àYÛvä Ú �~ßæã í�� çsß±è âuãußYÚ �uÛsçYåæÚ Ûvä ç��YçYã ß
� Ú ßvßYÚ Û���ä êuësçvß
ï��sü����Vù~ô ò ø û � ü õVû ü! ò "�ò�ö ü � ø 
 ��ó ó ø ��� ù�õVû ü$#�% #'&�&~þ
ï(#K÷ ò~ô ò ñ ø ù�ô�ø ��� ù�õVû ü$#�% #'&�&
ï�)~û *�ù�+�� � û ü ø õ
ï�,uü õ�û ý~ü ù�+�û ü ø ù�ý�ù~ô õ¤û ü! ò "�ò
ï ÿ � û ü ø ù�ô õKø �!
 ��ü ñ ø û � ü õVû ü! ò "�ò
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Example of 
C/C++/Java Type System Weakness

-/.10325476 8�9:4<;�= >�4@?BA7C�D7E D@6<F:G7H$4<2
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C/C++ Example

J á�Ú ßK�sâ�åYçK�vâ � ë�Ú � çvß±è Ú Ûsç
L ívä�ä ásçYã ç Ú ß�ßsâ � ç~ä á�Ú Û���é�ã âuÛ���é�Ú ä áæÚ ä
� ásà~äNM

typedef int Time;
typedef int Distance;
typedef int Speed;   
…
const Speed SAFETY_SPEED = 120;
…
void increase_speed (Speed s);
…
void check_speed (Time t, Distance d) 
{

Speed  s = d/t;
if  (s < SAFETY_SPEED)

increase_speed (t);
}
void perform_safety_checks () {

Time t = get_time ();
Distance d = get_distance ();
…
check_speed (d, t);

}
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What's Wrong with C/C++
O ã â��uã à � �sâ � ë�Ú � çvß±è Ú ÛsçQP�ívä´ásàvßR ßsçYã Ú âuísß±è � à~é±ß±ä ásà~äS��âæí�ÛYå�ç~ä ç���ä çYå
T�U�V$�XW�Y
• t û õMò!Z�û �Vù
• increase_speed() ø ò�[ ù�õMòð���ù�ù�+���ò�ô ò��Vù ø ù�ô
ï\Z�û �VùVò~ü�+¤ð���ù�ù�+¤ò~ô ùVñ � ü ñ ù�� ø ��ò~ó ó �+�û 
 
 ù�ô ù~ü ø ú ø ÷ ù �Mõ�÷ � ��ó +�ü � ø���ù��¤û *�ù�+����
T�U�V$� R Y
ï^]uû õ ø ò~ü ñ ù¤ò~ü�+!Z�û �Vù���ò�ô ò��Vù ø ù�ô õV÷�ò "�ù� ù�ù~ü¤û ü "�ù~ô ø ù�+
ï\Z�û �VùVò~ü�+_]uû õ ø ò~ü ñ ù¤ò~ô ùVñ � ü ñ ù�� ø � ò~ó ó �+�û 
 
 ù�ô ù~ü ø ú ø ÷ ù �Mõ�÷ � ��ó +Vü � ø ��ù��¤û *�ù�+����
ÜTÝ ÜVÞYÞ ë�ã â��uÚ åYç ì!`ba!cSU�O ä â�ä ásçë�ã â��Tã à �:� ç�ãKÚ Û åYçvä ç��~ä Ú Û���ä ásçvßsç� Ú ß~ä à���çvß

typedef  int  Time;
typedef int  Distance;
typedef int  Speed;   
…
const Speed SAFETY_SPEED = 
120;
…
void  increase_speed (Speed s);
…
void  check_speed (Time t, 
Distance d) {

Speed  s = d/t;
if  (s < SAFETY_SPEED)

increase_speed ( t );
}
void  perform_safety_checks () {

Time t =  get_time ();
Distance d =  get_distance 

();
…
check_speed ( d, t );

}
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Things are Even Worse in Java
J ásçYã ç�àYã ç ÛYâ�� Âv�vxv�vx~�sÚ ÛKdsà��sà
c �sç�ã êvä á�Ú Û�� � ísß~äSPsç�à�Û¤} z��

� Âv�vxv�vx~�vàYã çæísßvç~è í���è âTãuå�â��Yí � çYÛvä àvä Ú âuÛë�í�ã ëYâYßsçvß
� Âv�vxv�vx~���vâuí�� å3Psç ísßvçYå�ä â�ësçYã è âuã � ßsàYÛ�Ú ä ê�sásç�����ß åuí�ã Ú Û��Q�sâ�åYç±é�à�� ��ä á�ã âuí��uásß�âuãé�Ú ä á�ßYÚ � ë�� ç±ä â�â'� ß

J á�Ú ß ë�ã â'P�� ç � Ú ß ësà�ã ä Ú �sí�� àYã � ê�ßsç��sç�ã ç Ú Ûdvà��sàK�uÚ �sç�Û±ä ásà~ä � àYÛvê V_O�� �~à�� � ß ásà��sçßvç��sçYã à��vÚ ÛYåuÚ ß~ä Ú Û��uí�Ú ßYásà�P�� çM} z���ësàYã à � çvä ç�ã ß Y
ï
	'+ e � õ ø �Vù�ü ø ��"�ù�ü ø�ö 	�+ e � õ ø ò���ó ùMõ � ��ô ñ ùvú û ü ø�û +vúû ü ø�ø ��� ùvú�û ü ø�"�ò~ó � ù�þ

final int  SAFETY_SPEED = 120;
…
void  check_speed ( int t, int d) 
{

int s = d/t;
if  (s < SAFETY_SPEED)

increase_speed ( t );
}
void  increase_speed ( int s) { … 
}
void  perform_safety_checks () {

int  t =  get_time ();
int d =  get_distance ();
…
check_speed ( d, t );

}
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Example of 
C/C++/Java Type System Weakness

A7= f:>�4@?Bg >�h�4@f�4@67i7j5476 ;�E .�klA547mnD@>�h�= CS2
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Overflow in C/C++/Java

© d\¨Ko ¨KpNpÆPTN lVdMLKZfN dVG LTlVLTW�_MaKLTW ` b _M� N PRcVdMZVLT` N dVLTZ$qTUTdVITG SVN dMl\QTUKdfSVUTJMJRLKd
m°¯Vw w�Ò�z~t�Ñ�z�} ���vw xY�±xsz�� y�� } tsz~{5r Ñ±� yY�±yY� t��~z~��r
© dtsTUKaTUR��W UTJ\UTW _McVdMZ\PTLTj\UTdVG N QTPOUTW LRJVUTW GM_M`VG SVLRb UKdMlVcMUTlVL

#include <limits.h>

void  compute () {
int k = INT_MAX;

k = k + 1;
}
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Overflow in Ada

u_v�u_wKxÕG N j\LRG SMLTW LRN PRUTd\N dMG LTlVLTW�_MaTLKW ` b _M��N dfF�ZVURUTd\LTeTQKLTJMG N _Md\N POW´UTN PKLTZ

yv¦ ¥v·�£�z�{v¦ £ # � ����� ø ù ¹ ½|K}�~ ü ø ù�ý�ù�ô } �5~ ü ø ù�ý�ù�ô � � ò�õ ø �µ�£�� ¹ ³|K} �<| &<���£ ³ z # � ����� ø ù��
� ��� ��� � � ���!� � � � � �
� ��� � � � � � � ����� � �S�
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Example: Overflow in Action in 
Ada

� ÛK� ìSV!J ê�âuíæásà��sç±ä â�ísßvç±ä ásç
ß~é�Ú ä �sá�� qYz~y�� t�ä â àvß���è âuãÚ Ûvä ç���çYãTâ��sçYã è � âséb�sásç����vÚ Û��
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The Badness of Wrap -Around 
Semantics: A Java Example

J ásç ë�ã â��uã à � ä â�ä ásçQ� ç~è ä��vâ � ë�Ú � çsß
è Ú Ûsç���àYÛYå�ã í�Ûsß3�

� L ívä�ä ásç�ã ç Ú ß�ßYâ � ç~ä á�Ú Û���é�ã âuÛ��
é�Ú ä á Ú ä � � ásàväSM

final  int  RADIO_PORT = …;

void open ( int port) {…}
void send ( int port, byte data) {…}
void close ( int port) {…}

void  send_bytes ( byte first_byte, 
byte last_byte) {

open (RADIO_PORT);
for  ( byte b = first_byte;  

b <= last_byte;  b++) {
send (RADIO_PORT, b);

}
close (RADIO_PORT);

}
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Infinite Loop when last_byte == 127

^M��_\JVW _V[Mb LTj\PT]

ÔÕW UTJfUKW _VcMdVZfPKLTj\UTdMG N QTPR_V`MG ITJVLR[MIKG L
m\�R�vxsz�w y~{�� ����Â�� x<� �5�3������Ñ�x�x�Åvx~�s� � x�� �vx�w tvtY�s| Ñ�x��vt��v×s× ysz~����Ñ��yY��{¤� t�� �����

^VSMLTW LRN PRdM_\W LTUTbK` _MW�b _V_MJ\N dMPKG W cMQTG N _Md\N d\¨Ko ¨KpNpSo sTUTaTU
� tY�YÉ Å�� Â��� ~Ê�¡ ¢¤£

m¦¥±xvysz~{
Å�� Ñ��s} w x�É ÂvÊ�¡N¢§�� ���£
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The Ada Version is Safe

J ásçK�sâ�åYç�âuÛ�ä ásçQ� ç~è äKã í�Ûsß±è Ú Ûsç

J ásç�ã ç Ú ß�à±ä ã ísç±è âuã�� â�âuëæÚ Û V åYà© í�Û�� Ú ��ç�ÜTÝ ÜMÞYÞ�Ý dsà��sà�ª

¸ §�y�£ ÿ � ô ø ¹ ½ ¦ »v³ �~£¬« � �S­�®�®��¸ §�y�£°¯ � ø ù ¹ ½ ¦ »v³ �~£�± � ­�²�� �$� ­�³��
´ 	N] ~ µS¶ ÿ µ$´ Z } ·�¥ ³ ½ ¸ »v³ ¸ ÿ � ô ø } �Q· �
yv¦ ¥v· £�z�{v¦ £ µ � ù~ü ö ÿ } ÿ � ô ø þ �
yv¦ ¥v· £�z�{v¦ £ ð�ù�ü�+Äö ÿ } ÿ � ô ø � ¯ } ¯ � ø ù�þ �
yv¦ ¥v· £�z�{v¦ £ #Kó � õ ù ö ÿ } ÿ � ô ø þ �
yv¦ ¥v· £�z�{v¦ £ ð�ù�ü�+ ¶ ¯ � ø ù�õVö )~û ô õ ø } ¯ � ø ù���� ò�õ ø } ¯ � ø ù�þ ¹ ½µ�£�� ¹ ³µ ��ù�ü¤ö ´ 	S] ~ µ�¶ ÿ µ�´ Zsþ �¸ ¥s¦<¯ ¹ ³ )~û ô õ ø�� ��� ò�õ ø ¿ ¥v¥�y

ðYù~ü +�ö ´ 	N] ~ µ�¶ ÿ µ�´ Zuú ¯ þ �£ ³ z�¿ ¥v¥�y�¹
#Kó � õ ù�ö ´ 	S] ~ µ�¶ ÿ µ�´ Zsþ �£ ³ z ðYù~ü + ¶ ¯ � ø ù õ��
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Checks and Overflows 
Summary
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