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"Ethereum is a network of
computers that make a new
type of apps possible”

https://medium.com/@angelomilan/ethereum-explained-to-my-mome-infographic-673e32054c1c
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The old way with a regular App

BIG COMPANY
DATA CENTER

e N — . ~
B How are you today? ﬂ
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The ethereum way with a
dApp = decentralized App

You send me a
message via

whatsDapp

Message is delivered
to me
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Every participating computer receives a reward for their work

because they paid for hardware, electricity and shared their processing power
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they don't get
dollars

f ]
ETH

but a digital asset
called ETHER

Ether is the fuel that
makes dApps run. Like
gas makes your car run.

6/37



How can | use this "Ether" ?

dApp Developers

Computer :tw:lers need Ether to run
may want 10 their dapps on the
monetize their work  EXCHANGE [t;.e,e...':,"..etwm
and sell ether for and want to buy
real dollars some ETH for real

dollars
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Distributed database

plus
Stored procedures
(almost) equal
Ethereum




Distributed database
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Previous State

a3faZ9ce:
920 eth

bd2ba9b1:
30 eth

Transaction

Next State

to:
a3faZ29ce
from:
bd2ba9b1

value:
10 eth

a3faZ29ce:
930 eth

bd2ba9bi:
20 eth

https://www.coindesk.com/information/how-ethereum-works/
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Block M Header Block N+1 Header Block N+2 Header
—){ Prev Hash H Nonce | ){ FPrev Hash || Nonce | )‘ Prev Hash H MNonce |
[ werkieRoot | [ Timestamp | | MerkieRoot | [ Timestamp | | MerkieRoot | [ Timestamp |
#(23)
|#2) | |#0) ]

Tx3

https://ethereum.stackexchange.com/questions/268/ethereum-block-architecture
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Successful miner’s computer
Takes the following steps and broadcasts block header, H, to network

Determine Transactions
Miner picks transactions to process (from those broadcasted)

Determine Ommers

Miner finds and includes valid ommers

Apply Rewards

Update account balance(s) to reward valid blocks

Compute a Valid State

Block Finalisation Defines result of all selected state transitions

State Transition Cycle Defines result of a single transaction 6,,, = Y(a,,7)

Execution Cycle Defines result of a single cycle of the state machine
Ethereum Virtual Machine,

e

Tnstruction Set ‘World State, o

Addresses

Account States

Balances

Starage and Code.

Machine state,
Gas available, g

Program counter, pc

Memory conteats, m

words,

Terator Function, O

Get next instruction from /,

Get items t0 add to remove

Update machine stack.

Subtract gas used

Increment Program counter

Transac

Get next

I —

Mining Network

‘O look, some transactions have

been broadcast 0 the network.

Lets race each other 1o create a
new valid block.. GO’

Ommers (or Uncles) ]

Valid yet redundant blocks where
FOR(H ) < 250H,

_| Red indicates KECCAK256 Hash

Ethereum Blockchain Mechanism (Proof Of Work)
An interpretation of the Ethereum Project Yellow Paper

Wood, “Eihereum: A secure decentralised generalised transaction ledger”, 2014.

Lee Thomas

Ethereum Network
‘O ook another misgr has been
successful. Therefore here s file
i with mining
this block — we'll start on the next

time one
‘note—we had to run'al he same
code on our copies of the EVM to
prove this!

Information required to derive Block Header

Block, 3

‘Block Header, // or B,

Account storage contents Trie Accamd, afaddren]

A mpping betcn iger eys (KEC) and eger s
L)

nonce, afaddress,

storageRoot, aladdress]

codeHash, of

Proof of Work

Transaction, 7

Transaction Recelpt, 4,/i]
(i=transaction no)
Toe
post-transaction state, &,
Logger's address, 0, cumulative gas used, R,

transaction logs, &,

Log duta. O, togin

‘World State Trie,
A mrping betwcen s ndacount s Sred -
s e i

Root
N

L.
o o o
Transaction Trie, T difficulty, H,

Al g e of raactions 0 nclode

stateRoot, 1,

logsBloom, /]

numbe

Root asLimit, 1
Node
e+ gasUsed,

timestamp. 7,

% extraData, /1,
ENEEENEN

mixHash, 7,

‘Transaction Receipts
T
- Transaction List, B; ||
oot
Node
m -] LL_|[ ommersiist,B, |l

https://ethereum.stackexchange.com/questions/268/ethereum-block-architecture
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depending on whether the transaction is for contract-
creation or message-call. Gixcreate 18 added if the transac-
tion is contract-creating, but not if a result of EVM-code.
@ is fully defined in Appendix G.

The up-front cost v is calculated as:

(63) Vo = Tng 4,
The validity is determined as:
(64) S(T) # @ A
SIST] # & A

T. = oS A
go g Tg A
vo < oS A
Ty < Bu—*¢4(Br)u

Note the final condition; the sum of the transaction’s
gas limit, T, and the gas utilised in this block prior, given
by £(Br ), must be no greater than the block’s gasLimit,
By;.

The execution of a valid transaction begins with an
irrevocable change made to the state: the nonce of the ac-
count of the sender, S(T), is incremented by one and the
balance is reduced by part of the up-front cost, T¢7,. The
gas available for the proceeding computation, g, is defined
as T; — go. The computation, whether contract creation
or a message call, results in an eventual state (which may
legally be equivalent to the current state), the change to
which is deterministic and never invalid: there can be no
invalid transactions from this point.

‘We define the checkpoint state eg:

(65) oy = o except:
(66) oo[S(T)]s o[S(T))s — Ty Tp
(67) o0[S(1)]n o[S(T))n+1

The total refundable amount is the legitimately remain-
ing gas ¢/, added to A,, with the latter component being
capped up to a maximum of half (rounded down) of the
total amount used T, — g'.

The Ether for the gas is given to the miner, whose ad-
dress is specified as the beneficiary of the present block
B. So we define the pre-final state o* in terms of the

provisional state o p:

(71) o = op except
(1) o SDN = oD +T,
(73) o*'mly = opml+ (T —g")Tp

(74) m = Bunu,
The final state, &', is reached after deleting all accounts
that appear in the self-destruct set:
(75) o' = o" except
(76) VicAs:o'[i] = @

And finally, we specify T9, the total gas used in this
transaction and Y!, the logs created by this transaction:

(77) Yo, T) = Ty—g
(78) T, T) = A

These are used to help define the transaction receipt,
discussed later.

7. CONTRACT CREATION

There are a number of intrinsic parameters used when
creating an account: sender (s), original transactor (o),
available gas (g), gas price (p), endowment (v) together
with an arbitrary length byte array, i, the initialisation
EVM code and finally the present depth of the message-

https://ethereum.github.io/yellowpaper/paper.pdf
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Previous State

a3faZ9ce:
920 eth

bd2ba9b1:
30 eth

Transaction

Next State

to:
a3faZ29ce
from:
bd2ba9b1

value:
10 eth

a3faZ29ce:
930 eth

bd2ba9bi:
20 eth

https://www.coindesk.com/information/how-ethereum-works/
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Ethereum App

a3fa29ce: l a3fa29ce: B
data 920 eth value [ ——] value 920 eth data
(——— ]
bd2ba9bl: ——— bd2ba9bl:
30 eth 30 eth
Jamie You paid Jamie
requests $100 $100
Rent this month
Wallet EVM Wallet
Pay $100
\. J \, J

Distributed Network

https://www.coindesk.com/information/how-ethereum-works/
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a3dfaZ9ce:
920 eth

bdZba9bl:
30 eth

Wallet

value

EVIM
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EVM
a3dfaZ9ce:
920 eth value code storage
bhdZ2ba9bl: non-volatle
30 eth El e R
5]
== \n:i::de
Wallet EVM

https://www.slideshare.net/aeronbuchanan/september-ethereum
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Ethereum’s basic unit is the account. The Ethereum blockchain tracks the state of every account, and
all state transitions on the Ethereum blockchain are transfers of value and information between

accounts. There are two types of accounts:

e Externally Owned Accounts (EOAs), which are controlled by private keys
e Contract Accounts, which are controlled by their contract code and can only be “activated” by

an EOA

http://ethdocs.org/en/latest/introduction/what-is-ethereum.html#how-does-ethereum-work
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Distributed database

plus
Stored procedures
(almost) equal
Ethereum




Stored procedures
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What is a smart contract?

A smart contract is code that runs on the EVM. Smart contracts can
accept and store ether, data, or a combination of both. Then, using the logic
programmed into the contract, it can distribute that ether to other accounts
or even other smart contracts.

http://truffleframework.com/tutorials/ethereum-overview
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Ethereum Solidity

Solidity is designed to compile to code -
for the Ethereum Virtual Machine.




Distributed database

plus
Stored procedures
(almost) equal
Ethereum




Blockchain
plus
Stored procedures
(almost) equal
Ethereum
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Blockchain
plus
Smart contracts
(almost) equal
Ethereum

29/37



& & & &

Web Browser Web Browser CurliWget API caller
HTML/CSS/Javascript

Server Code running Ruby, Python, Java etc

Database Cache

Webapp hosted on AWS/Heroku etc

https://medium.com/@mvmurthy/ethereum-for-web-developers-890be23d1d0c 30/37



2 Dapp Web A Dapp Web

Browser Browser
HTML/CSS/avascript ; HTML/CSS/avascript
Web3js ! : Web3js

RPC i i RPC

|

EWVM - Ethereum Virual Machine EWVM - Ethereum Virual Machine

Block 1 —»Block 2 —» Block3 —»Block 4

| | Block1 —»Block2 —» Block3 —»Block4 | |

Blockehain Blockchain

Ethereum Dapp - Instance 1

Replaces the database/cache and server code

https://medium.com/@mvmurthy/ethereum-tor-web-developers-890be23d1dUc 31/37



Traditional Web App

-—
Server
R

Web3 Papp

special ¥ —( ws \ YT /ﬂﬁm
m ) () () ()

http://tyleryasaka.me/blog/2017/01/14/ethereum-dapps.html
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Smart Contract Web App
(Solidity) (HTML/CSS/Javascript)

Truffle
(tun on Node.js)

| '

‘Web3.js ‘Web3.js

Y
L X RPC / testrpc 2.4

Other Ethereum functions,

EVM
¢.g. manange your owned account

Main Blockchain Test Blockchain Private Blockchain

Ethereum core(cpp-ethereum, Geth, ethereumj...)

¢
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https://forum.ethereum.org/discussion/14411/simple-chart-of-how-smart-contract-and-web-tools-work-together-on-ethereum



Mist/Parity (browsers)
Metamask (Chrome extension)
Infura (public node)

33333



dApp Front-end Steps

o Solidity Contract *sol

sent

web3.js

.sol binary
o .sol e sent back
to dapp

Solidity Compiler
(solc)

ConsenSysitestrpc
(at hitps://github.
com/ConsenSys/eth-
testrpc)

Your Private
Ethereum
Network

Front-end JS

Transactions can be
signed in the Ethereum

Keystore?
Node by the web3 API,

or signed in the front-
o ° end and pushed to the
_ node “raw”
dapp pushes After Contract Frontend can now
compiled contract posted to make calls to
to network blockchain: Contract on
blockchain:
returns
Address + ABI call:
Address + ABI +
nonce .
nonces prevent pushing
duplicate transactions and
fonce g Bres increase for the lifetime of a key
Key Ethereum Node Key
cpp-ethereum pythereum geth

A Contract Creation Transaction is shown in steps 1-5 at above.

An Ether Transfer or Function Call Transaction is assumed in step 6.

Ethereum / or Private Network

https://medium.com/@ConsenSys/a-101-noob-intro-to-programming-smart-contracts-on-ethereum-695d15c1dab4
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28 CryptoKitties




https://stampery.com

https://kyc-chain.com

https://www.augur.net

http://www.bspend.com/playeth
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https://stampery.com/
https://kyc-chain.com/
https://www.augur.net
http://www.bspend.com/playeth

